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The Threat 
Landscape
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Email is still a threat actor’s #1 
preferred attack vector. 

For Customer Use

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish 

https://www.proofpoint.com/us/resources/threat-reports/state-of-phish
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• Supply chain attacks – could your org be leveraged within a longer 
attack chain? 

• Compromised infrastructure/accounts are always valuable.
• Likelihood of persistence, remain undetected for longer.
• Fewer resources
• “Soft target”
• Financially-driven objectives

The Victims
 Why SMBs and NPOs?

For Customer Use
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Are You a Target? We all are.

@ HOME
As an individual,

you can be profitable to 
an attacker.

And your computer can 
be valuable.

If they can compromise 
you, they can monetize 

you!

@ WORK
As a professional, you 
can be VERY profitable 
to an attacker.

You become a gateway 
to your organization and 
all its intellectual 
property and finances.

© 2022  Proofpoint. All rights reserved  |  Proofpoint, Inc. - Confidential and Proprietary
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https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report 

https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report
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The Threat Actors 

Malicious code that executes on 
end user systems

Malware

Cred Harv

BEC

$

Theft of user credentials

Pure Social Engineering perpetrating 
fraud 

APT

E-Crime

$

Hacktivism, politically, and socially 
motivated

Hacktivism

$

Financially-Motivated

Threat Types Actor Types

State-Aligned (espionage activities, 
etc.)

For Customer Use
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Threat Actors Examples

Injects malicious code into legitimate 
and high-traffic websites; profiles users 

before delivering malware to specific 
victims.

TA569
Financially-motivated, BEC actor. 
Notable for spoofing various U.S. 

government entities in the pursuit of 
corporate credentials. 

TA4903

TA570 TA2536
Initial Access Broker (IAB); objectives are 
to deliver and install various malware to 
attain and sell access to compromised 
machines to other threat actor groups 

(i.e. ransomware operators).

Tracked for many years, financially-
motivated threat actor most often 

observed using commodity keylogging 
malware to steal credentials.

E-Crime

$ Financially-Motivated

Ok For Customer UseFor Customer Use
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Threat Actor Examples

TA444
(RU, aka Winter Vivern): phishing 

campaigns targeted US and European 
gov’t entities, Nov 2022-Feb 2023 – 

leveraged compromised SMB 
infrastructure.

TA473

TA450

APT

APT/State-Aligned

(NK) phishing campaign targeting a 
medium-sized digital banking 

institution, impersonating ABF Capital, 
to deliver backdoor malware for the 

goal of financial theft.

(IR) Phishing campaign targeting two 
Israeli regional MSPs and IT support 
businesses, with the goal of gaining 
access to downstream SMB users. 

Ok For Customer UseFor Customer Use

https://www.proofpoint.com/us/blog/threat-
insight/small-and-medium-business-APT-
phishing-landscape-in-2023 
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https://www.proofpoint.com/us/blog/threat-insight/small-and-medium-business-APT-phishing-landscape-in-2023
https://www.proofpoint.com/us/blog/threat-insight/small-and-medium-business-APT-phishing-landscape-in-2023
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This study looked at data from 
200,000+ SMB organizations over 

the course of one year.

Threat Insight: APT Trends in Targeting SMBs

Ok For Customer UseFor Customer Use

https://www.proofpoint.com/us/blog/threat-
insight/small-and-medium-business-APT-
phishing-landscape-in-2023 
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https://www.proofpoint.com/us/blog/threat-insight/small-and-medium-business-APT-phishing-landscape-in-2023
https://www.proofpoint.com/us/blog/threat-insight/small-and-medium-business-APT-phishing-landscape-in-2023


© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only 17

1. APT actors used compromised SMB infrastructure in phishing 
campaigns;

2. APT actors engaged in targeted state-aligned, financially-motivated 
attacks against SMB financial services; 

3. APT actors targeted SMBs to initiate supply chain attacks. 

SMB Study Key Observations

Internal Use OnlyOk For Customer UseFor Customer Use

https://www.proofpoint.com/us/blog/threat-
insight/small-and-medium-business-APT-
phishing-landscape-in-2023 
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The Tools: Tactics, Techniques, and 
Procedures (TTPs)

Email threats start with 
social engineering…

For Customer Use
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TTP: Social Engineering Defined

The set of tactics that relies on human 
interaction, using manipulation, persuasion, 
and exploitation to deceive users into taking 
an action that could lead to the compromise 

of information and/or systems.  

Ok For Customer UseFor Customer Use

https://www.proofpoint.com/us/threat-reference/social-engineering 

https://www.proofpoint.com/us/threat-reference/social-engineering
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Top TTP: Social Engineering
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https://www.proofpoint.com/us/blog/threat-insight/2023-human-
factor-analyzes-evolving-threats-attack-chain 

https://www.proofpoint.com/us/blog/threat-insight/2023-human-factor-analyzes-evolving-threats-attack-chain
https://www.proofpoint.com/us/blog/threat-insight/2023-human-factor-analyzes-evolving-threats-attack-chain
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Social Engineering: How Threat 
Actors Exploit Victims

Fatigue/ 
Timing

Trust Emotions

© 2022  Proofpoint. All rights reserved  |  Proofpoint, Inc. - Confidential and Proprietary
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https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report 

https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report
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Fishing > Phishing Worms > Lures

TTP: What is Phishing?
Hooked > Breached

22

Emails that fish for 
information and access

Messages that lure you 
in to take the bait

Once you’re 
hooked…it’s not good

For Customer Use
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Phishing-as-a-
Service

& 
Phish Kits

Ok For Customer Use

TTP:

For Customer Use

https://www.proofpoint.com/us/blog/threat
-insight/have-money-latte-then-you-too-
can-buy-phish-kit 

https://www.proofpoint.com/us/blog/threat-
insight/mfa-psa-oh-my 

https://www.proofpoint.com/us/blog/threat-insight/have-money-latte-then-you-too-can-buy-phish-kit
https://www.proofpoint.com/us/blog/threat-insight/have-money-latte-then-you-too-can-buy-phish-kit
https://www.proofpoint.com/us/blog/threat-insight/have-money-latte-then-you-too-can-buy-phish-kit
https://www.proofpoint.com/us/blog/threat-insight/mfa-psa-oh-my
https://www.proofpoint.com/us/blog/threat-insight/mfa-psa-oh-my


© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential / Internal use only 24

Malware-as-a-
ServiceTTP:

Ok For Customer UseFor Customer Use
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Malware-as-a-
Service

Ok For Customer Use

TTP:
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What does this look like 
as an email end user?

For Customer Use
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insight/small-and-medium-business-APT-
phishing-landscape-in-2023 
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For Customer Use
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Threat Overview
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https://www.proofpoint.com/us/blog/threat
-insight/have-money-latte-then-you-too-
can-buy-phish-kit 
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https://www.proofpoint.com/us/blog/threat-
insight/caught-beneath-landline-411-telephone-
oriented-attack-delivery 

https://www.proofpoint.com/us/blog/threat-insight/caught-beneath-landline-411-telephone-oriented-attack-delivery
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Looking Ahead
It’s not all doom and gloom!
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Despite the availability of MaaS and PhaaS, 
and other tools – threat actors are still needing 

to be creative with social engineering, and 
continuously evolve tools – why? 

User education – we are watching them and 
staying ahead!

For Customer Use
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Common Social Engineering Tactics

© 2022  Proofpoint. All rights reserved  |  Proofpoint, Inc. - Confidential and Proprietary

Masquerading as someone 
you know or trust

Your emotions are 
heightened The request is urgent

The offer feels too good 
to be true

Receiving help you 
didn’t ask for

The sender can’t prove 
their identity

For Customer UseFor Customer Use

https://www.proofpoint.com/us/resources/threat-
reports/2022-social-engineering-report 

https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report
https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report
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Common Misconceptions Clarified:
• Threat actors will take the time to build trust by engaging in extended conversations with victims. 

Build rapport.

• Threat actors will abuse trusted companies’ services, recognizable brands.
o E.g.: Google and Microsoft

• Threat actors will leverage orthogonal tech in their attack chain to adopt new techniques as security 
controls evolve and are more effective.
o E.g.: Telephone as seen in TOAD

• Threat actors are aware of and will use email conversations and existing threads with colleagues.
o E.g.: Thread Hijacking

• Threat actors will leverage topical, timely, and socially relevant themes. 
o E.g.: Covid-19, UA/RU conflict, Tax season, holiday travel

© 2022  Proofpoint. All rights reservedFor Customer Use

https://www.proofpoint.com/us/resources/threat-
reports/2022-social-engineering-report 

https://www.proofpoint.com/us/resources/threat-reports/2022-social-engineering-report
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Infection chains (malware) are getting 
longer and more complex because 

advancing security controls and solutions 
are crushing threat actor efforts (yes!!).

For Customer Use
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Community Resource: ET Open
ET Open ET Pro

ET Intel

SNORT/Suricata ruleset/feed for detecting and 
blocking network threats.

• Malware Delivery
• C2
• In-the-wild Exploits and Vulnerabilities
• DDoS
• Exploit Kits, and more!

Rules published daily = ~5

Subscription based, FREE

Platform agnostic (IDS/IPS)

Paid Subscription
~50 rules published/day

Context for IOCs that 
triggered detection.
IPs, Domains, etc.
Paid Subscription  

For Customer Use

https://www.proofpoint.com/sites/default/files/pfpt-us-ds-et-intelligence.pdf
https://www.proofpoint.com/us/threat-insight/et-pro-ruleset 
https://rules.emergingthreatspro.com/
https://docs.opnsense.org/manual/etpro_telemetry.html  

https://www.proofpoint.com/sites/default/files/data-sheets/pfpt-us-
ds-etpro-vs-etopen-ruleset.pdf 
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https://www.proofpoint.com/sites/default/files/pfpt-us-ds-et-intelligence.pdf
https://www.proofpoint.com/us/threat-insight/et-pro-ruleset
https://rules.emergingthreatspro.com/
https://docs.opnsense.org/manual/etpro_telemetry.html
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Thoughts on Community Resources
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“Information Security is a never-ending 

chess match between threat actors and 
network defenders.”*

People-Centric 

*We are all network defenders.
For Customer UseFor Customer Use
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User education and awareness is an 
incredibly powerful tool in a security stack– if 
you know what your enemy is doing, then you 

know what to look for and avoid.
DON’T CLICK!

For Customer Use
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Protect Yourself

Remember that you, your computer, your 
data and your services are valuable to 
attackers

When in doubt – ask the security team

Be careful what you click

Don’t be shy to report your suspicions to 
the help desk

Get suspicious if an email tries to elicit an 
emotional response

For Customer Use
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Want More Threat Research?
Proofpoint Threat Research Podcasts

https://www.proofpoint.com/us/podcasts 

Threat Insight Blog
https://www.proofpoint.com/us/blog/threat-insight 
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